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LTN 38 | DATA PROTECTION

Introduction-

1.

The Data Protection Act 2018 (“the 2018 Act”) came into force on 25 May
2018. The 2018 Act gives effect in UK Law to the General Data Protection
Regulation (“GDPR”). It provides the statutory framework for the use of
computerised information (including microfiche, audio and visual systems)
and also certain manual records about living identifiable individuals in the
United Kingdom. Data Protection legislation does not prohibit disclosures of
such information to third parties but it regulates the circumstances in which
they can be made. It gives enhanced “subject access rights” (see below) and
creates a new category of “sensitive data”. It also prohibits the transfer of
personal data to countries which do not have an “adequate level of
protection”. Annex 1 summarises in table form the relevant GDPR
requirements.

Definitions

2.

The 2018 Act again creates its own definitions which can be found in Annex
Two below. The important definitions are: -

“Controller” means the natural or legal person which, alone or jointly with
others, determines the purposes and means of the processing of personal
data;

“Data subject” means the identified or identifiable living individual to whom
personal data relates.

“Personal data” means any information relating to an identified or identifiable
living individual.

“Identifiable living individual” means a living individual who can be identified,
directly or indirectly, in particular by reference to—

(a) an identifier such as a name, an identification number, location data or an
online identifier, or

(b) one or more factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of the individual.
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“Processing”, in relation to information, means an operation or set of
operations which is performed on information, or on sets of information, such
as—

(a) collection, recording, organisation, structuring or storage,

(b) adaptation or alteration,

(c) retrieval, consultation or use,

(d) disclosure by transmission, dissemination or otherwise making available,
(e) alignment or combination, or

(f) restriction, erasure or destruction.

“Processor” means a natural or legal person public authority, agency or other
body which processes personal data on behalf of the controller;

Data Processing - The Six Principles

3. Those who decide how and why personal data is processed (data
controllers) must comply with the rules of good information handling, known
as the data protection principles, and the other requirements of the Data
Protection legislation.

4, Anyone processing personal data must comply with the six enforceable
principles of good practice. They say that personal data must be:

(a) Processed fairly, lawfully and in a transparent manner in relation to the
data subject.

(b) Collected for specified, explicit and legitimate purposes and not further
processed in a manner that is incompatible with those purposes.

(c) Adeqguate, relevant and limited to what is necessary in relation to the
purposes for which they are processed.

(d) Accurate and, where necessary, kept up to date.

(e) Keptinaform that permits identification of data subjects for no longer
than is necessary for the purposes for which the personal data are
processed.

(f) Processed in a manner that ensures appropriate security of the personal
data including protection against unauthorised or unlawful processing
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and against accidental loss, destruction or damage, using appropriate
technical or organisational measures.

5. The legislation requires that personal data be processed “fairly, lawfully and
in a transparent manner”. Personal data will not be considered to be
processed fairly unless certain conditions are met. A data subject is also
entitled to know the identity of the data controller and why information is, or
is to be, processed.

6. “Processing”, in relation to information, means an operation or set of
operations which is performed on information, or on sets of information,
such as—

(a) collection, recording, organisation, structuring or storage,

(b) adaptation or alteration,

(c) retrieval, consultation or use,

(d) disclosure by transmission, dissemination or otherwise making
available,

(e) alignment or combination, or

(f) restriction, erasure or destruction.

7. Processing may only be carried out where one of the following conditions
has been met:

(a)

(b)

©

(d)

(e

)

Consent: the individual has given clear and explicit consent for you to
process their personal data for a specific purpose.

Contract: the processing is necessary for a contract you have with the
individual, or because they have asked you to take specific steps before
entering into a contract.

Legal obligation: the processing is necessary for you to comply with the
law (not including contractual obligations).

Vital interests: the processing is necessary to protect someone’s life.
Public task: the processing is necessary for you to perform a task in the
public interest or for your official functions, and the task or function has
a clear basis in law.

Legitimate interests: the processing is necessary for your legitimate
interests or the legitimate interests of a third party unless there is a
good reason to protect the individual’s personal data which overrides
those legitimate interests. It is not enough to simply say: ‘we have a
legitimate interest in processing allotment holder data’, as this does not
clarify your purpose or intended outcome. Instead, you need to be more
specific about your purpose, such as: ‘we have a legitimate interest in
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10.

ensuring that the allotments are used with the terms of the tenancy and
the council’s allotment rules”.

In our opinion local councils will be able to rely on several of these conditions
in ensuring they comply with the 2018 Act.

Sensitive personal data is personal data revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union
membership, and the processing of genetic data, biometric data for the
purpose of uniquely identifying a natural person, data concerning health or
data concerning a natural person's sex life or sexual orientation.

Sensitive data can only be processed where;

(a) the data subject has given explicit consent to the processing of those
personal data for one or more specified purposes,

(b)processing is necessary for the purposes of carrying out the obligations
and exercising specific rights of the controller or of the data subject in
the field of employment and social security and social protection law;

(c) processing is necessary to protect the vital interests of the data subject
or of another natural person where the data subject is physically or legally
incapable of giving consent;

(d)processing is carried out in the course of its legitimate activities with
appropriate safeguards by a foundation, association or any other not-for-
profit body with a political, philosophical, religious or trade union aim and
on condition that the processing relates solely to the members or to
former members of the body or to persons who have regular contact with
it in connection with its purposes and that the personal data are not
disclosed outside that body without the consent of the data subjects;

(e) processing relates to personal data which are manifestly made public by
the data subject;

(f) processing is necessary for the establishment, exercise or defence of legal
claims or whenever courts are acting in their judicial capacity;

(9)processing is necessary for reasons of substantial public interest,

(h) processing is necessary for the purposes of preventive or occupational
medicine, for the assessment of the working capacity of the employee,
medical diagnosis, the provision of health or social care or treatment or
the management of health or social care systems and services

(i) processing is necessary for reasons of public interest in the area of public
health, such as ensuring high standards of quality and safety of health
care and of medicinal products or medical devices,
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(j) processing is necessary for archiving purposes in the public interest,

scientific or historical research purposes or statistical purposes

Paper files/manual records

1. GDPR applies to “information kept on paper” if the paper records are kept
within a “filing system.” The term “filing system” is defined as
“any structured set of personal data which [is] accessible according to
specific criteria, whether centralised, decentralised or dispersed ....” As a
result, any files that “are not structured according to specific criteria” do not
fall within the scope of the regulation.

Rights of Data Subjects

12. A person about whom information is held (a ‘data subject’) is, subject to any
exemptions applying (see paragraph 19 below), entitled to:

(a)

(b)

©
(d)

(e
")

¢e))

be informed by any ‘data controller’ whether any information is held on
him / her together with:

(i) a description of the data; and

(ii) acopy of the information in an intelligible form.
request and receive information giving:

(i) the purposes for which the data is being held;

(ii) the recipients or classes of recipients to whom is may be
disclosed; and

(iii) the source of the data.
restrict the processing of their data.

object to the processing of personal data for direct marketing purposes
(including profiling to the extent that it is related to direct marketing).

not to be subject to automated decision-making.

receive compensation from the data controller and/or the data
processor for the damage suffered as a result of an infringement of
GDPR.

obtain from a data controller without undue delay the rectification of
inaccurate personal data.



l l al‘ t: 020 7637 1865 w: www.nalc.gov.uk
e: nalc@nalc.gov.uk a: 109 Great Russell Street,

National Association London WCI1B 3LD

of Local Councils

o |

M

@



